SEMESTER – V

Subjects :
 Internet Security

Visual Basic 6.0

SQL-2

Elective I :

· Web Design and Internet based Application
· Advanced java
Elective II :  ERP(Enterprise Resource Management)
I- INTERNET SECURITY

1) Introduction

Why require a security? Picking a Security policy, Strategies for a Secure network

The Ethics of a Computer Security, Security Threats and levels, Security Plan

2) Classes of Attack

Stealing Passwords.

Social Engineering.

Bugs and Backdoors.

Authentication Failures.

Protocol Failures.

Information Leakage.

Exponential Attacks-Viruses and Worms.

Denial-of-Service Attacks.

Botnets.

Active Attacks

3) Computer Security

What are viruses, Trojan Horse, Worms? How to protect the computer against virus

What is the Structure of virus?

4) Firewalls and Proxy Servers

Kinds of Firewalls.

Packet Filters.

Application-Level Filtering.

Circuit-Level Gateways.

Dynamic Packet Filters.

Distributed Firewalls

What Firewalls Cannot Do

Filtering Services.

Reasonable Services to Filter.

Digging for Worms.

Packet Filtering

Implementing policies (Default allow, Default Deny) on proxy

5) Cryptography

Introduction to Basic encryption and Decryption,

Diffie-Hellman Key Exchange

Concept of Public Key Exchange 

Digital Signatures

II- Visual Basic 6.0
1. Introduction to Visual Basic 

Introduction Graphical User Interface(GUI), programming language(procedure object oriented, event driven), the visual basic environment, how to use visual compiler: to compile / debug and run the programs.

2. Introduction to VB controls

Textboxes, frames, check boxes, option buttons, images, setting a border & styles, the shape control, the line control, working with multiple controls and their properties, designing the user interface, keyboard access, tab controls, default & cancel property, coding for controls.

3. Variables, Constants and calculations 

Variables, variables public, private, static, constants, data types, naming rules/conventions, constants, named & intrinsic, declaring variables, scope of variables, val function, arithmetic operations, formatting data.

4. Decision & conditions

If statement, if-then-else statement, comparing strings, compound conditions(AND, OR, NOT), nested  if statements, case structure, using if statements with option buttons & check boxes, displaying message in message box, testing whether input is valid or not.

Using call statement to call a procedure.

5. Menus, sub-procedures and sub-functions

Definitions / creating and modifying a menu, using common dialog box, creating a new sub-procedure, passing variables to procedure, passing argument ByVal or ByRef, Writing a function procedure.

6. Multiple forms

Creating, adding, removing forms in project, hide, show method, load, unload statement, Me Keyword, referring to objects on a different forms.

7. List, loops and planning

List boxes & combo boxes, filling the list using property window/additem method, clear method, list box properties, removing and item from a list, list box/ combo box, do/loops for/next loops, using msgbox function, using string function, printing to printer using print method

8) Arrays

Single-Dimension Arrays, Initializing an Array using for each for Each, User-Defined Data types, Accessing Information with User-Defined Data Types, Using List Boxes with array, Two dimensional arrays.

9) OOP in VB

Classes, Creating a new Class, Creating a new object using class, choosing when to create New Objects, The Initialize & Terminate events.

10) Data Files

Opening and Closing Data Files, The Free File Function, Viewing the data in a file, Sequential File Organization (Writing Data to a sequential Disk File, Creating a sequential data file, Reading the Data in a sequential file, Finding the end of a Data file, Locating a file). Trapping Program Errors, The Err Object, Random Data File Opening a Random file, Reading and writing a random file (Get, Put, LOF,  Seek).

11) Accessing Database File

Creating the database files for use by Visual Basic (Using MS-Access), Using the Data Control, setting its property, Using Data Control with forms, navigating the database in code (the record set object using the movenext, movepreviouse, movefirst & movelast methods, checking for BOF & EOF, using listboxes & comboboxes as data bound controls, updating a database file (adding, deleting records.

12) Advanced data handling

Displaying data in grids (grid control, properties of grid), displaying the record no & record count, opening the database, validation & error trappings (locking text boxes, trap errors with On Error, file open errors), Recordset  . searching for a specific record (findfirst, findnext, findlast, findprevious), seek method, working with database fields, creating a new dynaset.

III- SQL2

1) Introduction to SQL: The SQL Language, role of SQL, SQL features & benefits, Microsoft commitment (ODBC & ADO), Internet database access, Java integration (JDBC)

2) SQL & DBMS: Brief history of SQL, SQL Standards (ANSI / ISO Standards, other SQL standards, ODBC & the SQL access group), SQL & networking (centralized architecture, file server architecture, client/server architecture, multi-tier architecture)

3) RDBMS: Data models (File management systems, hierarchical databases, network databases), relational data model (Keys, tables, relationships), Codd’s 12 rules.

4) SQL Basics: Statements, names (table & column names), data types, constants (numeric, string date & time, symbolic constants) expressions, built-in functions, missing data (NULL values)  

5) Simple queries: The SELECT statement, query results, simple queries, duplicate rows, rows selection, search conditions, sorting query results, rules for single table query processing.

6) Multi-table queries: Simple joins, Non equi-joins, SQL considerations for multi table queries (table aliases, qualified column names, all column selections, self joins), multi table query performance, the structure of the join (table multiplication, rules for multi-table query processing), outer joins.

7) Summary Queries: Column functions, grouped queries, group search conditions.

8) Sub queries & query expressions: using sub queries, sub query search conditions, sub queries & joins, nested sub queries, correlated sub queries, sub queries in the HAVING clause, advanced queries in SQL2.

9) Database updates: adding data to the database, deleting the data from the database, modifying data in the database.

10) Data integrity: meaning of data integrity, required data, simple validity checking (column check constraints, domains), entity integrity (other uniqueness constraints, uniqueness & NULL values), referential integrity (referential integrity problems, delete & update rules, cascaded deletes & updates, referential cycles, foreign keys & NULL values), trigger advantages & disadvantages, triggers & SQL standards.

11) Transaction Processing: Meaning (COMMIT, ROLLBACK), transaction log, action & multi user processing, locking (locking levels, shared & exclusive locks, deadlock, advanced locking techniques)

12) Creating a database: DDL, creating database, table definitions, constraint definition, aliases & synonyms indexes, managing other database objects, database structures (single database architecture, multi-database architecture, multi-location database architecture)

13) Views: meaning, creating a view (horizontal, vertical, row/column subset, grouped, joined views), updating a view, dropping a view.

14) SQL security: SQL security concepts (user-ids, security objects, privileges), views & SQL security, granting privileges, revoking privileges.

Elective I : Web Design and Internet based application

Introduction to HTML/DHTML:

1) Introduction to HTML/X-HTML: Document types(HTML elements, head elements, title & body element & characters, the rules of HTML & X-HTML.

2) Core HTML attributed: ID attribute, style attribute, title core language attribute, core events, heading, paragraphs & breaks, division & catering, spans, quotations, preformatted text, list (ordered, unordered ,definition list), horizontal rules, address( other block level element), text level element, physical character formatting element, logical elements, inserted & deleted text, character entities, comments.

3) Links and addressing: basic concepts of URLs, linking in HTML ( The anchor element, link rendering), anchor attribute, name attribute, title, accelerator keys,  tab index, target, anchor &  link relationship, image & anchor, image maps (client &server side & their attributes).

4) Layouts with tables: Introduction to tables(simple table, rowspan,colspan attribute, background color, background images, data binding: tables generated from data source)

5) Frames: overview of frames ,simple frame, use of <noframes>, frame layouts.

6) Using Forms to read the input from user.

 Introduction to ASP

1) Introduction: what are active server pages , how they work , understanding ASP objects and components, running ASP pages setting up PWS/IIS, creating your first ASP page , understanding ASP scripts.

2) Working with variables: data types- integer, float, string, ets. VBScript operators, conditional statements- if..then, if..then..else, elseif, select case, looping  logic- Do, Do While, Do until, While…Wend, for…next, for each…next, sub…endsub

3) Request and response objects:

Response object-buffering page, page caching, 

Request object-Query String Collection, form collection,servervariables collection, Working with HTML  forms- retrieving form data, using text boxes, text areas, radio buttons, check boxes, select list, form validation. 

4) Session and Application Object: Application object-global.asa file, creating and                            

       reading application variable Session object-introduction, storing session                           information, contents & identifying session, controlling when session ends, cookies-        working , creating and reading.

5) Active server pages with Databases :

Connections and Data sourses- creating connections with OLE DB & ODBC, connecting to SQL server with OLE DB & ODBC, closing an open connection Executing SQL statement with connection object-creating, inserting, updating, deleting, selecting a database table , advanced methods and properties

6) Working with Recordsets

Retrieving a recordset, recordset field, recordset cursor and locking types, advanced methods & properties of recordset objects- record count, scrolling, paging

Elective I :Advanced Java
1) Introduction to Swing

Japplet, Icons and labels, Text Fields, Buttons, Jbutton Class, Check Box, Radio

Buttons, The Container, Panel, Window, and Frame Classes, Combo Box, Tabbed Panes, Scroll Panes, Trees, Tables, Custom Rendering of  Jlist Cells,

2) JDBC

i) JDBC Fundamentals

ii) Establishing connectivity and working with connection interface

iii) Working and statements

iv) Creating and Executing SQL statements

v) Working with ResultSet Object & ResultSetMetaData

3) Servlets

i) Introduction to Servlets (Life cycle of Servelet,Java Servlet Development  Kit,Creating, Compiling and running servelet) 

ii) The servelet API: javax.servlet package

iii) Reading the Servlet Parameters, Reading Initialization parameter

iv) The javax.servlet.http.Package

v) Handling HTTP Request and Response (GET/POST Request)

vi) Using Cookies, Session Tracking

4) Introduction to Java Beans

i) What is Java Bean? , Advantage

ii) Installing / Starting/ Using BDK (Bean Development Kit)

iii) JAR Files

iv) Using the Java Beans API

5) JSP

i) Advantage of JSP Technology (Comparison with Asp / Servlet )

ii) JSP Architecture ,JSP Access  Model

iii) JSP Syntax Basic ( Directives, Declaration, Expression, Scriplets, Comments)

iv) JSP implicit  Object,Object Scope

v) Synchronization Issue

vi) Exception Handling

vii) Session Management

Elective II : ERP
1) Introduction to ERP. Evolution of ERP. What is ERP? Reasons for the growth of ERP, Scenario and justification of ERP in India, Evaluation of ERP, Various modules of ERP, Advantages of ERP.

2) An overview of Enterprise, Integrated Management Information, Business Modeling, ERP for Small Business, ERP for Make to Order Companies, Business Process Mapping for ERP Module Design, Hardware Environment and its Selection for ERP Implementation

3) ERP and Related Technologies, Business Process Reengineering (BPR), Management Information System (MIS), Execution Information System (EIS), Decision Support System (DDS), Supply Chain Management (SCM)

4) ERP Modules, Introduction, Finance, Plant Maintenance, Quality Management, Materials Management

5) ERP Market Introduction, SAP AG, Baan Company, Oracle Corporation, People Soft, JD Edwards World Solutions Company, System Software Associates, Inc. (SSA), QAD, A Comparative Assessment and Selection of ERP Packages and Modules

6) ERP Implementation Lifecycle, Issues in implementing ERP packages, Pre- evaluation Screening, Package Evaluation, Project Planning Phase, Gap Analysis, Reengineering, Configuration, Implementation, Team Training, Testing, Going Live, End-user Training, Post-implementation (Maintenance mode)

7) Vendors, Consultants and Users, In-house Implementation-Pros and Cons, Vendors, Consultants, End-users

8) Future Directions in ERP, New Markets, New Channels, Faster Implementation Methodologies, Business Models and BAPIs, Convergence on Windows NT, Application Platforms, New Business Segments, More Features, Wed Enabling, Market Snapshot

o-o-o
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Subjects :  C#



Internet Technologies

CRM

TSCM

Project Work

I- C# (Pronounced as C Sharp)

“Introduction to C#” it consists of Evaluation of C#, characteristics of C#, applications of C#, difference between C++ & C#, Difference between JAVA & C#.

 “Introduction to C# environment” It consists of the .NET strategy, the origins of the .NET technology, the .NET framework, the common language runtime, framework base classes, user & program interfaces, Visual Studio .NET, .NET languages, benefits of the .NET approach, C# & .NET

“Overview of C#” It covers Programming structure of C#, editing, compiling & executing C# programs, namespace, comments, using aliases for namespace classes, using command line argument, maths function.

“Literals, variables & data types” It consists of literals, variables, data types, value types, reference type, declaration of variables, initialization of variables, default values, constant variables, scope of variables, boxing & unboxing.

“Operators & expressions” It covers arithmetic operators, relational operators, logical operators, assignment operators, increment & decrement operator, conditional operator, Bitwise operator, special operators, arithmetic expressions, evaluation of expressions, precedence & Associativity, mathematical mathematical functions.

 “Decision making & branching” It consists of if statement, of…else statement, nesting of if… else statement, the else if ladder, switch statement, the ?: operator.

 “Decision making & looping” It covers while statement, do statement, for statement, foreach statement, jumps in loops.

 “Methods in C#” It covers declaring methods, the main method, invoking methods, nesting of methods, method parameters, pass by value, pass by reference, the output parameters, variable arguments list, method overloading.

“Arrays” It covers 1-D array, creating an array, 2-Darrays, variable size arrays, the system. array class, ArrayList class.

 “String Handling” this chapter covers with Creating strings, strings methods, inserting strings using systems, comparing strings, finding substrings, mutable strings,  arrays of strings, regular expressions.

 “Structures & enumeration” It consists of structures, structs with methods, nested structs, differences between classes & structs, enumerations, enumerator initialization, enumerator base types, enumerator type conversion, common programming errors.

 “Classes & objects” It consists of Basic principles of OOP’s, class, object, constructors, static members, static constructors, private constructors, copy constructors, destructors, member initialization, the this reference, nesting of classes, constant members, read only members, properties, indexers.

“Inheritance & polymorphism” It consists of classical inheritance, containment inheritance, defining a subclass, visibility control, defining subclass constructors, multilevel inheritance, hierarchical inheritance, overriding methods, hiding methods, abstract classes, abstract methods, sealed classes: Preventing inheritance, sealed methods, polymorphism.

 “Interfaces” It covers Multiple inheritance, defining an interface, extending an interface, implementing, implementing interfaces, interfaces & inheritance, explicit interface implementation, abstract class 7 interfaces.

“Operator overloading” It covers Overloadable operators, need for Operator overloading, defining Operator overloading, overloading unary operators, overloading binary Operator, overloading comparison Operators.

 “Delegates & events” It covers Delegates, Delegates declaration, Delegate methods, Delegates instantiation, Delegates invocation, using Delegates, multicast Delegates, events.

“Managing console I/O operations” It consists of console class, console input, console output, formatted output, numeric formatting, standard numeric format, custom numeric format.

“Managing errors & exceptions” It covers types of errors, exceptions, syntax of exception handling code, multiple catch statement, the exception hierarchy, general catch handler, using final statement, nested try blocks, throwing our own exceptions, checked & unchecked operators, using exceptions for debugging.

II- INTERNET TECHNOLOGIES

1) Basic networking

i)      Network protocols:

          a) TCP/IP( Transmission Control / Internet protocol)

          b) ARP (Address Resolution Protocol)

          c) RARP (Reverse Address Resolution Protocol)

          d) RIP( Routing Information Protocol)

          e) OSPF ( Open Shortest Path First) Protocol

          f) BGP ( Border Gateway Protocol)

2) Introduction to Network Programming

          i) Socket Programming (using TCP and UDP socket)

          ii) RMI

                   a) Introduction to Distributed Computing with RMI

                   b) RMI architecture

                   c) Naming remote Object

                   d) Using RMI : Interfaces, Implementations , Stub, Skeletons, Host Server                       

                    Client, Running RMI systems

                   e) Parameters in RMI: Primitive, Object , Remote Object

                   f) RMI client-side Callbacks

                   g) Distributing & Installing RMI Software

        iii) Introduction To CORBA

a) What is CORBA?

b)  CORBA architecture

c) Comparison between RMI and CORBA

3) Introduction to Wireless LAN

           i) How does WLAN work?

           ii) WLAN setups (Ad-hoc, infracture LAN)

           iii) Use of WLAN

           iv) Benefits of WLAN

           v) Restrictions and Problems with WLAN

III-CRM(Customer Relations Management)

1.   Introduction to CRM : what is a customer? How do we define CRM? CRM                  technology, CRM technology components, customer life style, customer interaction.

2.  Introduction to eCRM : difference between CRM & eCRM, features of eCRM.

Sales Force Automation(SFA) : definition & need of SFA, barriers to successful SFA, SFA:functionality , technological aspect of SFA: data synchronization , flexibility & performance , reporting tools.

3.  Enterprise Marketing Automation(EMA) : components of EMA, marketing camping, camping, planning & management, business analytic tools ,EMA components( promotions ,events , loyalty & retention programs), response management.

4.   Call Centers Mean Customer Interaction: the functionality, technological implementation, what is ACD(automatic call distribution),IVR(interactive voice response), CTI(computer telephony integration),web enabling the call center, automated intelligent call routing, logging & monitoring.

5.   Implementing CRM: pre implementation, kick off meeting, requirements gathering, prototyping & detailed proposal generation, development of customization, Power User Beta Test & Data import, training, roll out & system hand off, ongoing support, system optimization, follow up.

6.  Introduction to ASP(application service provider): who are ASP’s? their role & function, advantages & disadvantages of implementing ASP.

IV-TSCM (Total supply chain Management)

1)  Introduction to supply chain management-. 

Do we have the best suppliers at the lowest possible prices? Are we getting and sending materials as quickly as possible? Can the voices of our customers be heard in our processes? Are customers satisfied with our products? 

. 2) Creating; outcome-driven tasks and processes 

Retooling the structLi:-e and business strategy of the organization Setting up effective pcoJple/responsibility c.harts 

Incorporating technology for maximum benefit 

Creating performancc-based re'.~ . .'ards 

Measuring results 

3) Materials Management, Scope, importance, classification of materials, Procurement, Purchasing policies, vendor development and evaluation, Iiwentory control systel11s of stock replenishment, Cost elements, EOQ and. its derivative models. U':'e of computers for materials function. 

4) Logistics and ccmpetit!v~ strategy, System view of logistics - Coordination and management of transportation, Inventory Order processing, Purchasing, warehousing materials handling, packaging and customer service standards 

5) Supply Chain management, Distribution network design, channels of Distribution, Plant and warehou.se location . 

. 6) Transportation Systems - Individual Freight and passenger modes, intermodal transportation and third party transportation services, economic social, and political roles of transportation, demand, cost 2nd se!"'.'ice ch~!'acte!'i.stics of different transport services, carrier se!ec~!cn and evaluation methods, contiactlng fOi tiCiiispoftation services, freight rate structure, Private fleet management, Claim management, International transportation, Ocean carrier management, port administration and regulation, costing and pricin~.jssues of international transportation, logistics, cos-: transport mode choice, Dispatch decisions, routing decisions, routing Mo~.els, packaging to suit mode of Transpcrt. 

7) Total distribution Cost analaysis 

8) Logistic Information Systems. 

Project – 200 Marks

· This is to be a group project with a maximum 4 students in one group.

· The project can be “in-house project” (project done within one’s institution) or can be done in the industry.

· In case the project is in industry the group will be guided by External Project guide (from industry) and Internal Project Guide (from the institution).

· In case the project is “in-house” the group will be guided by the Internal Project guide.
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